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Manual for Configuring Cisco Any Connect Secure Mobility Client in Ubuntu
18.04 LTS and Red Hat 7.4

1. Download the DSC mailed to user by VPN Support (vpnservices@nic.in), save it on user
computer.
2. Download Cisco any connect secure mobility client through https://vpn.nic.in as shown

below:
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Opening anyconnect-linux64-4.8.01090-k9.tar.gz
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3. Now extract this setup to folder and open “VPN” folder as shown below:

~

4 anyconnectlinux64-4.8.01090-k9(2)  anyconnect-linux64-4.8.01090
Recent

u = =
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4. Open terminal in “VPN” folder through ‘super user’ and run script “vpn_install.sh” as shown
below:

Activities [=] Terminal =

‘ root@ubuntu: fhome /hitesh/Downloads/anyconnect-linux64-4.8.01090-k9(2) fanyconnect-lin...

File Edit View Search Terminal Help

hitesh@ubuntu:

$ sudo su

[sudo] password for hitesh:

root@ubuntu: /home/hitesh/Downloads/anyconnect-1linux64-4.8.01090-k9(2)/anyconnect

E -linux64-4.8.01098 /vpn#

Activities [£] Terminal =
s root@ubuntu: /fhome/hitesh/Downloadsfanyconnect-linux64-4.8.01090-k9(2) fanyconneck-lin...
File Edit View Search Terminal Help
hitesh@ubuntu:
$ sudo su
[sudo] password for hitesh:
root@ubuntu: /home/hitesh/Downloads/anyconnect-1inux64-4.8.01090-k9(2)/anyconnect

E -linux64-4.8.01090 fvpn# . /vpn_install.sh D
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Activities [ Terminal =

+9

.
=
=
A

a

rootk@ubuntu: /home/hitesh/Downloadsfanyconnect-linux64-4.8.01090-k9(2) fanyconnect-lin... = &
File Edit View Search Terminal Help

3. Consent to Data Collection and Use. By using the Software and/or subscribing

to related Cisco-provided services and accepting these terms, You agree to the c¢
ollection, use, transfer, backup, and storage of your Personal Information and o
ther data by Cisco and its service providers. Cisco will not process this inform
ation other than in accordance with Cisco's Privacy Statement (identified in sec
tion 4 below). You also agree that Cisco and its service providers may, as part
of your use of the Software and the provision of related services by Cisco, tra
nsfer, copy, backup and store your Personal Information and other data in the Un
ited States, Europe, or other countries or jurisdictions outside your own where

data protection standards may be different.

4. Privacy Statement. By entering into this Agreement, You agree that Cisco's Pr
ivacy Statement, as it exists at any relevant time, applies to you. The most cur
rent Privacy Statement can be found at: http://www.cisco.com/web/siteassets/lega
1/privacy full.html.

Description of Other Rights and Obligations

Please refer to the Cisco Systems, Inc. End User License Agreement.
http://www.clsco.comfen/US5/docs fgeneral/warranty/English/EU1KEN .html

Do you accept the terms in the license agreement? [y/n]

5. Now your cisco any connect client is installed as shown below:

Activities [l Terminal ~

9

=
B
9

root@ubuntu: /home/hitesh/Downloads/anyconnect-linux64-4.8.01090-k9(2) /anyconnect-lin... = (&
File Edit View Search Terminal Help

tion 4 below). You also agree that Cisco and its service providers may, as part
of your use of the Software and the provision of related services by Cisco, tra
nsfer, copy, backup and store your Personal Information and other data in the Un
ited States, Europe, or other countries or jurisdictions outside your own where
data protection standards may be different.

4. Privacy Statement. By entering into this Agreement, You agree that Cisco's Pr
ivacy Statement, as it exists at any relevant time, applies to you. The most cur
rent Privacy Statement can be found at: http://www.cisco.com/web/siteassets/lega
1/privacy full.html.

Description of Other Rights and Obligations

Please refer to the Cisco Systems, Inc. End User License Agreement.
http://www.cisco.com/en/US/docs fgeneralfwarranty/English/EU1KEN .html

Do you accept the terms in the license agreement? [y/n] vy

You have accepted the license agreement.

Please wait while Cisco AnyConnect Secure Mobility Client is being installed...
Starting Cisco AnyConnect Secure Mobility Client Agent...

Done!

root@ubuntu: /home/hitesh/Downloads/anyconnect-1inux64-4.8.01090-k9(2)/anyconnect
-1inux64-4.8.01090/vpni# | |
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6. Next step is to open ‘Preferences’ then ‘Privacy &Security’ as shown below:

L AGHIMTRVE NN LIHE LIl © Online VPN Application X [

c © | & https://vpn.nicin w v N @D & =

Digital India

About Us SETVICES] EOTITSEED11CY) Vamoais SOTIVaTES COTTECTU SY

About NIC VPN Services

Virtual Private Network is most
economical and secure method of
connecting private networks over
Internet. VPN helps mobile users to
connect to their corporate network from
Internet. NIC VPN Service is used by
government officials to update their
web sites and remote management of
the servers hosted in NIC IDCs as well
as access Intranet applications.VPN
Services also used to access secure
application under various E-GOV
project.

&« (G &) Firefox | about:preferences#privacy fd + N @D & =

O Find in Preferences

3E General Browser Privacy
o} Home Enhanced Tracking Protection
Q Search Trackers follow you around online to collect Manage Exceptions...

information about your browsing habits and interests.
@ Privacy & Security Firefox blocks many of these trackers and other

S Sync malicious scripts. Learn more

7 .Next step is to click on ‘View Certificates’ then ‘Import’ as shown below:

“ c o € Firefox | about:preferences#privacy > & N @ & =

Find in Preferences

2% General VU MGUW L EIUA LU HHBRE P SUHIBULES EALEIISIUEH LU IS UL Ll e

| Allow Firefox to install and run studies View Firefox studies

Q’ Home Allow Firefox to send backlogged crash reports on your behalf Learn more
Q_ search
& Privacy & Security Security
e Sync
Deceptive Content and Dangerous Software Protection
| Block dangerous and deceptive content Learn more
| Block dangerous downloads
| Warn you about unwanted and uncommon software
Certificates
When a server requests your personal certificate
Select one automatically
® Ask you every time
7 Query OCSP responder servers to confirm the current validity of vjew Certificates...
M Extensions & Themes certiticates Security Devices...
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6 c o &) Firefox | about:preferences#privacy o v o =

Certificate Manager

Your Certificates People Servers Authorities

You have certificates from these organizations that identify you

Certificate Name ‘ Security Device ‘ Serial Number ‘ Expires On

O

v

View... Backup... Backup All... Import... Delete...

8. Now select DSC and Import this by entering ‘Private Key’ received to you on registered
mobile number as shown below:

Certificate File to Import
R ]
| 4 | Gr hitesh | [m Desktop | *

Name -~  Size Modified
i anyconnect-linux64-4.8.01090-predeploy-k9 2 Jan
B testcert.pfx 4.2 kB 30 Dec 2019

“« c o € Firefox | about:preferences#privacy o + In DO & =

Certificate Manager

Your Certificates People Servers Authorities

You have certificates from these organizations that identify you

Certificate Name | security Device Serial Number Expires On

) Please enter the password that was used to encrypt this certificate
backup:

Cancel

Backup. Backup All Import... Delete
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9. Imported DSC will be shown as below:

(— c o €Y Firefox | about:preferences#privacy fwd

Certificate Manager

Your Certificates People servers Authorities

You have certificates Ffrom these erganizations that identify you

Certificate Name \ Security Device | Serial Number | Expires On

~ test cert

test cert software Security D... 61:90:8D:C0:00:04:... December 9, 20...

Backup... Backup All... Import... Delete... G

OK

10. Now open Cisco any connect client and type “sconnect.nic.in” and then click on “connect” as
shown below:

Cisco AnyConneckt Secure Mobility Clienk

& Connection ||~ Statistics @ Abouk

stfloen]re
CISCO

Conneck to: |sconneckt.nic.in [ = | |%*|

Ready to conneck.

NIC VPN Services Page 6



Name of the Document Configuring VPN in Ubuntu 18.04 LTS and Red Hat 7.4

Classification General Audience NIC VPN Users

Version 1 Date of last change 9 Jan 2020

11. Now username will come prefilled and VPN can be connected by entering password:

Cisco AnyConnect Secure Mobility Client £

& Connection | |a statistics | @ About

ilvanfes
CISCO

Connect to: |sconnect.nic.in = fe)

Password:

Connect

Please enter your username and password.

@ Connection | |& Statistics | @ About

lll'lll'l
Cisco

Connect to:
Cisco AnyConnect - Banner

Kindly upgrade Windows 7 or any older
Windows version as Microsoft is going to
stop support and patches for these
Password: operating systems. VPN support will not
be available on these operating systems.

Select Continue/Accept to logon...

Ya Disconnect | | &/ Accept |

Please respond to banner.

12. Now VPN is connected as shown below:

Cisco AnyConneckt Secure Mobility Client <

& connection || l~ statistics | @ About

e
CiIsCco

Connect to:

&

Password:

¥z Disconnect

Connected to sconnect.nic.in.
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